LWB240 Principles of Equity                                                                                                        Exam Preparation Notes


CONFIDENTIAL INFORMATION

ELEMENT 1: State the Parties

ELEMENT 2:  Identify the confidential information
ELEMENT 3:  Determine the Jurisdictional Basis
Contractual Basis 

· Implied or Express Contractual Terms
· Contract-based theories have been recognised as inadequate as there is NO REMEDY AGAINST 3rd PARTIES, THERE BEING NO PRIVITY OF CONTRACT.
Tortious Basis 

· Possible conversion although uncertainty arises over whether information is property: Lamb v Evans
· The tort of inducing a breach of contract has provided a partial answer to give a remedy against third parties: Ansell Rubber Co Pty Ltd v Allied Rubber Industries Pty Ltd. However, this DOES NOT ASSIST A PLAINTIFF WHO HAS NO CONTRACT WITH THE DEFENDANT. 

Equitable Basis

· jurisdiction to grant relief against actual or threatened abuses of confidence, in cases not involving any tort or breach of contract:  Cth v John Fairfax
ELEMENT 4:  THE INFORMATION MUST BE CONFIDENTIAL 

· Confidentiality is a question of degree depending on the particular case:  Interfirm v Law Soc. NSW
· The information must possess some degree of secrecy - ‘relatively secret’: Talbot v General TV
· Must not be mere trivial ‘tittle-tattle’:  Coco v AN Clark
· Information must not be in the public domain or common knowledge: Saltman v Campbell
· Information which was once secret may lose that character over time, disentitling the plaintiff to relief, even if not published to the world by the plaintiff, for example government information: AG v Jonathon Cape 

Sub-Element:  Determine the Type of Information Protected
1. COMMERCIAL OR TECHNICAL INFORMATION
(a) Partly Private and Partly Public

· The confider must be able to specifically identify the confidential part:  O’Brien v Kamesaroff
(b) Composed of Public Elements

· Even simple concepts and processes, where all component parts are already in the public domain CAN BE PROTECTED.  What makes a process confidential is that the confider has used his or her brain, thereby producing a result which can only be produced by someone going through the same process:  Saltman Engineering Co Ltd v Campbell Engineering Co Ltd 

(c) Widespread Publication

· Widespread publication of what might have been a trade secret destroys its confidentiality.  Cth v John Fairfax
(d) Trade Secrets

· There are SIX FACTORS relevant to the determination of whether information is or is not a trade secret:

· Indicia of trade secret: Ansell Rubber v Allied Rubber

1. The extent to which the information is known outside business

2. The extent to which the information is known by employees and those involved

3. The  extent of measures taken by the plaintiffs to guard the secrecy of the information

4. The value of information to plaintiff and competitors

5. The effort and expense incurred in developing the information

6. The ease or difficulty with which the information could be properly acquired or duplicated by others.

· The term “trade secret” is not confined to secret formulae for the manufacture of products but can include highly confidential information bearing a non-technical or non-scientific character, e.g. customer names which, if disclosed to a competitor, would cause significant harm to the owner: O’Brien v. Komesaroff 
(e)  Know- How

· Equity does not protect what is merely “know-how” (accumulated knowledge, skill and experience in a particular field) for reasons of public policy: Ansell Rubber v. Allied Rubber
· An idea is capable of being the subject of an obligation of confidence where it exhibits a significant element of originality not already in the realm of public knowledge: Fractionated Cane Technology v. Ruiz-Avila

The Springboard Doctrine

· “ ... a person who has obtained information in confidence is not allowed to use it as a springboard for activities detrimental to the person who made the confidential communication, Terrapin Ltd v Builders Supply Co (Hayes) Ltd 

· Person who acquires information before it becomes public knowledge us precluded from using the info for the time it takes other competitors to ‘reverse engineer’: Coco v Clarke;  Ansell Rubber v Allied Rubber
2. PERSONAL CONFIDENCES
· Whether a court will enforce personal confidences depends upon:
1. The nature of the communication 

· Will enforce highly personal e.g. sexual conduct  Stephens v Avery
2. The relationship between the confider and confidant

· the court will protect confidences between husband and wife: Duchess of Argyll v Duke of Argyll; 

· and trusted or close friends: Stephens v Avery

3. Prevailing notions of public policy

· increasing recognition of unmarried sexual partners  Stephens v Avery
3. GOVERNMENTAL INFORMATION
· There is an onerous burden on governments to justify secrecy of information in their possession

The Govt would have to prove that:(A-G v. Jonathan Cape Ltd) :

1. Publication would breach confidentiality.

2. Public interest requires information to be kept secret

3. No other facts of public interest more compelling than that relied upon.

4. CREATIVE
· Talbot v General Television – idea for TV show (‘How to be a Millionaire’) took the pilot to TV station did the show, then TV station did the show; he sued and was successful

ELEMENT 5:  Was there an Obligation of Confidence??

An obligation may come into existence: (Ansell Rubber v. Allied Rubber):

(a) by reason of the terms of an agreement

(b) by reason of the nature of the relationship between parties

(c) by reason of the subject matter and the circumstances in which the subject matter has come into the hands of the person charged with the breach

Sub-Element 1:  Was there an Obligation of Confidence by Agreement?
· Parties may expressly or impliedly arrange for protection of information.

· But terms of a contract will not affect equity’s protection of the obligation of confidence.   Equitable protection still subsists and may be broader than that envisaged by the terms of the contract: Saltman Engineering Co Ltd v Campbell Engineering Co Ltd
Sub-Element 2:  By the Nature of the Relationship between the parties?
(a)  Professional Person and Client Parry Jones v. Law Society
· The professional person’s duty of confidence embraces virtually all information acquired from and about his or her clients while acting in a professional capacity: Hunter v Mann and subsists after the professional relationship terminates 

(b)  Employer and Employee

· The courts will readily imply a duty of confidence into employer - employee relationships. 

· Where breach of confidence is alleged against an ex-employee the courts must balance the rights of the employer to have confidences respected and the rights of the employee to make use of the skills of the profession or trade learnt during the course of employment: Robb v Green 

Faccenda Chickens v Fowler 

Goulding J. put forward a THREEFOLD CLASSIFICATION OF INFORMATION obtained by reason of employment:

(a) Public or trivial information - because of its triviality or public availability cannot be regarded as confidential;

(b) Confidential Information – cannot use during employment, BUT which once learned, remains can use after employment (becomes part of her or his skill and knowledge); and

(c) Specific “trade secrets” - cannot be lawfully used for anyone’s benefit but the employer’s; confirmed in Wright v Gasweld
Faccenda Chickens v Fowler:

· Fowler learnt about customer during employment & established his own company

· Faccenda Chickens sought injunction to prevent F from using info for rival company

· court held that the information fell into the second category – no restraint of trade clause existed

(c)  Relationships of Mutual Trust and Understanding

· A duty of confidence may be imposed if the relationship is one of mutual trust and understanding eg marital relationships: Duchess of Argyll v Duke of Argyll;

· Close friendships: Stephens v Avery - This is particularly so where the information sought to be protected is of a highly personal nature.

(d)  Relationships Traditionally Regarded as Fiduciary Relationships

· Eg. Trustee - beneficiary

· The courts will readily impose a duty of confidence in relationships traditionally regarded as fiduciary relationships. Lamb v Evans
Sub-Element 3: Is Obligation Imposed by Circumstances?

· An equitable obligation of confidence will also arise if:

a) the information is intrinsically confidential and 

b) it was acquired in circumstances which import an obligation of confidence.

· Circumstances importing an obligation of confidence

· Relevant factors in determining whether the circumstances impose an obligation of confidence include:

· the way the confider treated the information in giving it to the respondent; 

· the sensitivity of the information; 

· the object for which the information is given; and 

· any interest which the recipient had in obtaining the information

(a)  Objective Test (The reasonable person test)
· Would a reasonable person standing in the shoes of the recipient of the information have realised upon reasonable grounds that the information was being given to him or her in confidence?: Coco v AN Clark (Engineers)
· Equity may impose an obligation of confidence upon a defendant having regard not only to what the defendant knew, but to what the defendant ought to have known in all the relevant circumstances:   Smith Kline & French Labs v. Secretary, Dept of Community Services and Health
(b) The Limited Purpose Test

· Was the information disclosed on a confidential basis for a particular purpose? If so, its use must be limited to that purpose: Saltman (Engineering) v Campbell (Engineering); Castrol Australia Pty Ltd v Em Tech Associates Pty Ltd 

· The test is objective Smith Kline & French Labs v. Secretary, Dept of Community Services and Health
(c)  Information Obtained By Reprehensible Means

· A court of equity will restrain the publication or use of confidential information improperly or surreptitiously obtained. (eg thief)  Franklin v Giddins 
Sub-Element 4:  The Duration of the Obligation of Confidence 

· Generally the obligation of confidence subsists only while the information is not in the public domain. But this is subject to the springboard doctrine.

· However, if the confidant is involved in the publication of the information, the obligation may still continue: Attorney General v Guardian Newspapers (No. 2) 

· Where information becomes public through the actions of a third party, unrelated to the confider or confidant, the confidant may remain under the obligation if there would otherwise be an “abuse” of the confidence: Speed Seal Products Ltd v Paddington 

· Furthermore, if a confidant is released from the obligation of confidence, from then on there can be no breach: Ackroyds (London) Ltd v Islington Plastics Ltd.  However, the release must be provided by the person to whom the obligation is owed: Attorney General v Jonathon Cape Ltd
ELEMENT 6: Breach of the Obligation of Confidence
· A person is not entitled to use or disclose information subject to an obligation of confidence, unless he or she had “just cause or excuse for doing so”: Fraser v Evans 

· Where there is disclosure or use without consent, in the absence of a defence there will be a breach of confidence: Saltman 

· A confidant can be liable for breach of confidence, even if the misuse of information is unintentional or subconscious: Seager v. Copydex Ltd.  

· Threatened misuse or disclosure is sufficient for proceedings to be instituted to prevent disclosure: Corrs Pavey Whiting Byrne v Collector of Customs (Vic)
THE REQUIREMENT OF DETRIMENT

Government Information

· There must be detriment to the public interest which outweighs the interest of individual free speech and open and accountable government: A-G (UK) v. Heinemann Publishing
Non-Government Information

· Uncertainty if detriment is required:  Coco v AN Clark
· The better view is that detriment is not necessary in the case of non-government information but any loss is going to be relevant when providing a remedy: Smith Kline & French Labs v Secretary Department of Community Services & Health. 
· Detriment may be construed broadly in personal matters and may include exposure to criticism: Fairfax
ELEMENT 7: DEFENCES

Plaintiff’s Lack of Locus Standi

· Only the party to whom the obligation of confidence is owed may bring the action for breach of that confidence: Fraser v Evans 

Change of Position

Two requirements of this defence:

1. The information received by the defendant must be bona fide

· The person receiving the information must believe that they have a right to use it and believe that the person who told them, was authorised to release the information

2. The defendant must change their position to their detriment

· The person must have materially altered their position (spending time or money), relying on the right to use the information

Disclosure under Compulsion of Law

· The duty owed by a confidant to a discloser is “subject to, and overridden by, the duty ... to comply with the law of the land.”: Parry Jones v Law Society 

Disclosure in Confidant’s Interests

· This defence is very narrow and would seem to only apply in litigation between parties to the confidential relationship, or where the confident has to disclose to protect themselves in litigation against them. 

· E.g. A bank suing a customer on an overdrawn account - disclosure is limited to information reasonably necessary to protect the bank’s interests: Tournier v National Provincial & Union Bank of England 

Consent, Express or Implied, of the Confider

· The confider can consent to disclosure or use and thereby relieve the confidant in whole or part from the duty of confidence. The consent must be real and will not be readily implied: A-G (UK) v Heinemann Publishers Australia Pty Ltd 

DISCLOSURE IN THE PUBLIC INTEREST 

· A balance of factors – obligation not to disclose v public interest in disclosure (Mainly for criminal) Cth v John Fairfax & Sons Ltd
· Limited to actual or threatened breaches of national security/laws/other misdeeds such as public health (Castrol v Emtech)

TYPES OF INFORMATION

(a) Crimes, frauds and misdeeds – A v Hayden
· The Courts will refuse to exercise its discretion in favour of granting equitable relief to enforce an obligation of confidentiality when the consequence would be to prevent the disclosure of criminality which is in the public interest to reveal.

(b) Health and Welfare of Public 

· An obligation of confidence may be outweighed by the public interest in ensuring the health and welfare of the community at large or particular members of that community.

· The court must balance the public interest in confidentiality against the likelihood and severity of the danger to the public health and welfare were the disclosure restrained. X v Y
(c)  Information Regarding National Security

AG v Heinemann Publishers Australia

· Public policy requires that Australian security and foreign relations is the overriding consideration to which any obligation of confidence may have been owed to a foreign govt. 

· The court will not enforce a duty of confidence where it is related to grossly immoral conduct: Stephens v Avery 

Free speech defence for a breach of confidence

· The High Court has now recognised a constitutional freedom of speech “in relation to public affairs and political discussion”: Nationwide News Pty Ltd v Wills. 
ELEMENT 8: REMEDIES
· Has the information been disclosed?

· NO – injunction

· YES – recover losses by monetary remedies

· Profit – need to show profits are directly attributable to information obtained generally (net profit)

Injunction

· The equitable remedy of injunction is an appropriate device to restrain apprehended or continuing breaches of confidence.  Whether to grant will depend on convenience: Murphy v Lush
Factors which may be taken into Account - Argyll v Argyll
· Nature of the Information

· Honest or good faith of the defendant

· Change of position

· Is the breach one-off??

· As to the DURATION OF THE INJUNCTION, note the application of the “springboard doctrine” to counter the unfair start gained by the confidant over other competitors. 

· The protection in time given by the springboard doctrine is limited: Potters Bellotini Ltd v Weston Barker & Others.
Account of Profits (Restitution) 

· Plaintiffs seeking monetary relief must elect to either pursue an account of profits (restitution) or damages (compensation): - they cannot claim both.

· Usually a court will award damages unless it is shown that damages aren’t an appropriate remedy.

· The profit to be accounted for is the net profit made by the defendant on items sold. Profit = Sale price of goods - expenditure on manufacturing the goods: Peter Pan Manufacturing Corp Ltd v Corsets Silhouette Ltd
· An account may be awarded against third parties, but in the case of innocent third parties such account will only apply to profits received after notice of the breach of confidence: Butler v Board of Trade
Damages (Compensation)

· Damages are usually compensatory, but equitable damages are a little more flexible.

· The primary object is to put the pl. in the position as if there was no breach.  Dowson v Potter
The methods that the court has used:

· Market value – what would be paid for this information on the open market (willing buyer and willing seller): Seager v Copydex Ltd (No. 2)
· The pl. is entitled to a fee for use of the information (like a licence or fee for services rendered): Interfirm Comparison (Aust) v. The Law Society of NSW
· Loss of opportunity (what loss has this person suffered because the information was stolen): Talbot v General TV
Constructive Trust

· If the defendant acquires some property by use of the confidential information, the court may order that it be held on trust by the defendant for the plaintiff: Timber Engineering v Anderson ; 

Orders for Delivery-Up and for Destruction

· The court may order that the defendant deliver up documents or chattels which are the subject of the action for breach of confidence: Ansell Rubber v Allied Rubber 

ELEMENT 9:
THE LIABILITY OF THIRD PARTIES

· Third parties can be liable for breach of confidence.  The third party is the person who manufacturers a stolen  idea, the newspaper that publishes the story about a couple’s marriage.

· Innocent 3rd party can be restrained from using the confidential information AFTER they have notice (actual or constructive) of a breach of duty:  Talbot v General TV
Exceptions

- Bona Fide Purchaser for Value – not accepted in Wheatley v Bell
- Change of position of innocent recipient:  David Securities v Cth Bank
See page 85 of study guide.
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